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Abstract

This chapter aims to be a high-level introduction into fundamental concepts
of both digital forensic investigations and cloud computing for non-experts
in one or both areas. Once fundamental concepts are established, this work
begins to examine cloud computing security-related questions, how past tech-
nological and methodological flaws are inherited by cloud computing models,
as well as the new security issues that are unique to the cloud. By looking at
security related issues, attack vectors will be generally defined, and the ef-
fectiveness of current digital forensic practices will be analyzed against these
situations. Finally, a threat assessment model will be proposed that allows
the mapping of threats in cloud computing to evidentiary traces, allowing
a model for digital investigators and security engineers to identify and un-
derstand what threats can and cannot be investigated in their organization
using current digital forensic investigation techniques.!
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